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HCL SOFTWARE BIGFIX

BigFix Lifecycle

Reduce cost, risk and complexity of
mManaging endpoints using a single
agent

%

The convergence of IT functions that has occurred in recent years— operations groups, for example, taking ever-greater responsibil-
ity for security—requires a corresponding convergence of management tools. Without unified, simplified and streamlined capabili-
ties, management tasks in the distributed enterprise run the risk of becoming overwhelming in size and complexity.

BigFix® Lifecycle delivers the comprehensive and powerful approach that IT management needs today. Its single intelligent agent
technology provides realtime visibility into the state of endpoints and gives administrators advanced functionality for managing
those endpoints. Now, administrators have a single tool for discovering and inventorying resources, deploying operating systems
(OSs), distributing software, controlling remote devices, and managing patches and other system changes.

BigFix Lifecycle provides an accurate and comprehensive “single source of truth” for managing hundreds to hundreds of thousands

of endpoints from a single server. Deployed in as little as a few hours, this industry-leading solution can shorten update cycles,
improve the success rates for provisioning, reduce IT and help-desk labor requirements, and boost end-user productivity.

* Manage hundreds of thousands of endpoints regardless of location, connection type or status

¢ Combines device discovery, operating system deployment, software distribution, remote device control, server automation, and
patch management

¢ Reduce management and infrastructure complexity, reduce total costs, boost productivity and deliver a high Return on Invest-
ment (RO

» Fixlet® messages, delivered regularly by the BigFix development team, wrap the update with policy information which is read by
an intelligent agent so only the relevant updates for that specific endpoint are downloaded and installed



Consolidating and simplifying man-
agement enterprise-wide

In most distributed environments, the number of devices and
network complexity are on the rise, while visibility and control
of endpoints is poor and service levels are a challenge to
maintain. The quantity and variety of management tools
steadily increase, while IT budgets and staff levels remain
stagnant or are reduced.

BigFix Lifecycle can help organizations meet these challenges
by simplifying and consolidating key management services
enterprise-wide by:

¢ Delivering unified realtime visibility into all endpoints,
including desktops, laptops, servers, point-of-sale systems,
ATMs and self-service kiosks

e Scaling to hundreds of thousands of endpoints from a single
management server

« Providing a lightweight, flexible infrastructure that ensures
connectivity with endpoints regardless of location, connec-
tion type or status

¢ Speeding bare-metal OS provisioning and migrations

¢ Reducing complexity by managing heterogeneous platforms,
including Microsoft Windows, UNIX, Linux and Mac OS, from

a single console

¢ Giving users control and curbing the volume of help-desk
calls through administrator- approved, user self-provisioning
capabilities

¢ Providing remote desktop control of servers and worksta-
tions, streamlining help-desk calls and speeding problem
resolution

¢ Ensuring security and compliance of all endpoints, whether
on or off the enterprise network

Delivering functions that address
the full systems lifecycle

BigFix Lifecycle includes the following key functions without
adding additional infrastructure or implementation costs:

Device discovery

Device discovery is no longer a “bean counting” snapshotexer-
cise. The solution creates dynamic situational awareness about
changing conditions in the infrastructure. The ability to run
distributed scans on the entire network frequently delivers
pervasive visibility and control to help ensure that organizations
quickly identify all IP-addressable devices—including network
devices and peripherals such as printers, scanners, routers and
switches in addition to computer endpoints—with minimal
network impact.

Device discovery helps maintain visibility into all enterprise
endpoints, including laptop and notebook computers that are
roaming beyond the enterprise network.

Software distribution

For organizations that face distribution challenges brought on
by high-latency and low-bandwidth networks, poor visibility
into distributed assets and the need to support roaming
endpoints, BigFix Lifecycle provides policy-based installation,
closed-loop verification and the ability to manage software
distribution across Windows, UNIX, Linux and MacOS platforms
from a single, unified point of control.

The solution delivers high first-pass success rates with minimal
impact on network performance. Existing software repositories are
migrated easily through automated content creation capabilities
while specialized plug-in tools inspect packages for intelligent
targeting and deployment of software. A self-service portal
provides administrators the ability to approve applications
allowing users to install at their leisure which improves staff
productivity and lowers the impact on users.
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Operating system deployment

Centralized control and automation simplify bare-metal deploy-
ment of Windows and Linux images to new workstations, laptops
and servers throughout the network, as well as OS migration and
refresh for existing endpoints. At the same time, it reduces
management costs, minimizes impact on end users, ensures
compliance with organizational OS standards and reduces risks
associated with noncompliant or insecure configurations.
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Hardware-independent imaging in conjunction with advanced
driver management capabilities takes the guesswork out of OS
deployment by injecting appropriate device drivers as needed. The
product ensures no loss of management, as agent history is
maintained across OS migrations and specialized registration
mechanisms automatically reassign unique identities to duplicate
agents resulting from image clones. After deployment of the new
operating system is complete, the solution agent becomes active
to install required software, enforce security configuration policies
and apply critical patches.

Patch management

Patch management includes comprehensive capabilities for
delivering patches for Windows, UNIX, Linux and, macOS and for
third-party applications, including Adobe, Mozilla, Apple, and Java,
to distributed endpoints—regardless of their location, connection
type or status.
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A single management server can support up to 250,000
endpoints, shortening patch times with no loss of endpoint
functionality, even over low-bandwidth or globally distributed
networks.

Virtual patch management capabilities enable offline patching,
making stale virtual machine images a thing of the past.
Realtime reporting provides information on which patches
were deployed, when they were deployed, and who deployed
them, as well as automatic confirmation that patches were
applied, for a complete closed-loop solution to the patching
process.

Most importantly, BigFix Patch can signficantly reduce patch
cycles from days and weeks to hours or minutes while achiev-
ing greater than 98% first-pass patch success rates.

Remote desktop control

The remote desktop control provides support and control for
Windows, Linux and Mac OS desktops, laptops and servers
from a central location. The desktop control features enable
management and troubleshooting of systems that can
streamline IT functions and reduce the workload on an
organization’s help desk, even across internet-brokered
connections. Remote diagnostics capabilities, a chat function
and file transfer capability provide powerful tools to adminis-
trators and help desk staff resolving server and workstations
issues. Native Microsoft remote desktop capabilities are
supported, giving users the ability to choose the right technol-
ogy for their environment.

Power management

The power management helps organizations achieve cost
savings by reducing electricity usage while avoiding disrup-
tions in systems management. The capability enables IT
organizations to apply conservation policies infrastructure wide
while providing the granularity to apply power management
policies to a single computer or groups of computers. This
feature supports organizational green initiatives with a
comprehensive yet simplified capability to manage power
options with minimal impact on already-stretched budgets and
staff.

With realtime tracking, system administrators know exactly
how much time an endpoint spends in idle, active, standby and
off states, resulting in an accurate view of current power usage
and cost. Green impact reports can help promote conservation
initiatives, and the graphical reporting data on aggregate
power usage. Data can be exported to Microsoft Excel for
further analysis.
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The ability to wake systems (Wake-On-LAN) is a critical
capability provided by power management in BigFix Lifecycle.
The ability to ‘wake’ systems up and perform a management
action dramatically improves first pass success rate and at the
same time reduces user impact since actions can be performed
‘off-hours’. Additionally, Wake-On-LAN allows enterprises can
fully control when systems are powered on and off, improving
security posture since non active machines are no longer
vulnerable to hackers.

Server automation

Server automation helps manage physical, virtual and remote
servers while lowering operational costs with realtime,
policy-based management. Seamless physical and virtual server
management from the same, single interface greatly improves
visibility and control of all assets. BigFix Lifecycle enables users to
easily deploy and manage servers across heterogeneous platforms
using either pre-built or custom automation. The automated task
seqguencing capability offered can be used for critical tasks like
server builds (for example, deploying operating systems, configur-
ing settings, deploying software, changing the host name and
restarting computer) or it can be used for other common system
administrator tasks that need to be carefully sequenced. It also
provides advanced automated patching for physical, virtual and
clustered servers.

Endpoint inspection

BigFix query provides a real-time status of all your endpoints,
enabling accurate identification and inspection of vulnerable
devices through a user-friendly web interface. You can interrogate
endpoints and get precise answers back in seconds, telling you
which policies are enforced and which applications and services
are installed. You can even examine files and system configuration
settings to help you identify additional security threats. Authorized
users can use a library of pre-defined queries or can quickly and
easily create their own custom queries. BigFix query also verifies
the remediation of endpoints, helping to bridge the gap between
security and IT operations.
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The BigFix Family

By extending your investment in the BigFix family, you can further
consolidate tools, reduce the number of endpoint agents, and
lower your management costs. Because all functions operate from
the same console, management server and endpoint agent, adding
more services is a simple matter of a license key change.

The BigFix family includes:

¢ BigFix Inventory - Enables users to discover and analyze
applications installed on desktops, laptops, and servers.
Drill-down information about software publishers, titles, and
applications—down to the version level—also includes aggregat-
ed statistics and usage information.

¢ BigFix Compliance - Continuously enforces endpoint configu-
ration compliance with thousands of out-of-the-box security
checks aligned with industry-standard security benchmarks
published by CIS, DISA STIG, USGCB and PCI-DSS. Compliance
provides an automated, simplified, patch process that achieves
greater than 98% first-pass patch success rates across Windows,
UNIX, Linux, MacOS, AWS, Azure, and VMware instances,

" located on and off the enterprise network.




BigFix Insights -New in BigFix 10, BigFix Insights enables
teams to quickly report their organization’s threat posture
to executives and perform advanced analysis to drive
business decisions. This new offering provides a powerful
endpoint Data Lake and integration platform for deeper
data insights across traditional endpoints, modern clients,
virtual, and cloud instances. Insights leverages Business
Intelligence (BI) tools to provide out-of-the-box and
customizable reports.

BigFix Modern Client Management - New in BigFix 10,
BigFix Modern Client Management (MCM) extends visibility
and control of Windows 10 and MacOS endpoints by
leveraging a MDM API approach. It provides the ability to
manage both modern and legacy endpoints using a single
tool. New features of BigFix MCM include end-user-initiated
enrollment, detailed inventory of endpoints, and a number
of MDM actions such as remote wipe.

Why BigFix?

BigFix is built on a unique, highly scalable infrastructure that
distributes decision making out to the endpoints. This provides
extraordinary functional and performance benefits across the
entire BigFix family while reducing the cost of endpoint
management and infrastructure complexity. BigFix features:

A single intelligent agent- The BigFix Agent performs
multiple functions, including continuous self-assessment and
policy enforcement, with minimal impact on system
performance. The BigFix Agent initiates actions in an
intelligent manner, sending messages upstream to the
central management server and pulling patches, configura-
tions, or other information, to the endpoint in real-time. The
BigFix Agent runs on more than 90 operating systems
across Microsoft Windows, Linux, UNIX, and MacOS.

BigFix Fixlets™- BigFix Fixlets are small units of automation
that allow IT Teams to simplify their daily operations and
focus on more complex operations. BigFix provides more
than 500,000 Fixlets out of the box. The BigFix team
iscontinuously updating the Fixlet library, with over 130
content updates a month. BigFix users, business partners,

and developers can leverage Fixlets to create custom policies
and services for endpoints managed by BigFix. A community
library of Fixlets is available on BigFix.me.

Highly scalable architecture- A single BigFix Management
Server can manage up to 250,000 physical and virtual
computers, over private or public networks. Managed
endpoints may include servers, desktops, roaming laptops,
and specialized devices such as Point-Of-Sale (POS) devices,
ATMs, and self-service kiosks.

Multicloud support- Cloud endpoints can be easily discov-
ered and viewed alongside traditional endpoints, in a single
user interface, with BigFix 10. Knowing what you have is half
the battle, and BigFix 10 allows you to go a step further and
deploy the BigFix Agent for complete visibility, control, and
security of these endpoints. It allows you to manage
endpoints running in multiple cloud environments simultane-
ously - such as Amazon Web Services (AWS), Microsoft
Azure, and VMWare - alongside physical and other on-prem
endpoints.
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For more information

About HCL Software

To learn more about BigFix, contact your HCL Software representative, HCL Business Partner, or visit
www.BigFix.com.

HCL Software is a division of HCL Technologies that develops and delivers a next-generation portfolio

of enterprise-grade software-based offerings with flexible consumption models, spanning traditional
on-premises software, Software-as-a-Service (SaaS), and bundled managed services. We bring speed,

insights and innovations (big and small) to create value for our customers. HCL Software solutions
include DevOps, Security, Automation, Application Modernization, Data and Integration Infrastructure,

and several Business Applications. HCL embraces the real-world complexity of multi-mode IT that

ranges from mainframe to cloud and everything in between while focusing on customer success and
building ‘Relationships Beyond the Contract.’
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